GAZIFÈRE INC.

DEMANDES DE RENSEIGNEMENTS DE LA RÉGIE

CAUSE TARIFAIRE 2001


SERVICES SCHEDULE NO. 5 TO THE INTERCORPORATE SERVICES AGREEMENT BETWEEN The COnsumers’ Gas Company Ltd. and GAZIFERE INC. Dated JANUARY 1st, 2000 (the “Agreement”)

1.0 PREFACE  

This Schedule is intended to identify the IT Activities which comprise, in whole or in part, the IT Services defined separately in other Schedules to the Agreement. 

The Activities defined in this Services Schedule are to be provided to Gazifere Inc. (herein referred to as the “Services Recipient”) by Enbridge Commercial Services Inc. (hereinafter referred to as the “Services Provider”).

The Services defined in this schedule are to be provided to the Services Recipient for a period of 3 years, commencing January 1, 2000. The term of this Schedule may be renewed in accordance with Section 14 of the Agreement.

The Schedule is subject to a one hundred and eighty (180) day transition period.

2.0 DEFINITION OF SERVICES

The IT Activities which comprise the IT Services are defined in this Schedule as follows:

· Application Minor Adaptive Changes

· Application Corrective Changes

· Application Minor Functional Changes

· Asset Management

· Backup and Restore

· Capacity and Performance Management

· Change Management

· Client Care Centre 

· Data Centre Hardware and Support

· Data Management Services

· E-mail Administration and Support

· IMAC Co-ordination and Execution

· Intel Server Administration and Monitoring

· On-Site Support Services

· Operations Support and Production Control

· Recovery Management

· Security of Data and Systems

· Software Distribution

· Systems Software and Technical Support

· Telecommunications – Voice

2.1 SCHEDULED MAINTENANCE

Regularly schedule maintenance windows for the Unix and Mainframe environments are required as identified below: 

Platform
Environment
Frequency
From
To

UNIX Server
Production
Weekly
Sunday 01:00 hrs
Sunday 06:00 hrs


Development
Weekly
Saturday 21:00 hrs
Sunday 06:00 hrs

Mainframe
Production
Weekly
Monday 01:00 hrs
Monday 03:00 hrs



Daily (Tues-Sat)
02:00 hrs
04:00 hrs



Sunday & Holidays
00:01 hrs
06:00 hrs

During these windows applications may be unavailable to the Service Recipient.

3.1 
Application MINOR Adaptive CHANGES

3.1.1 DEFINITION

This Activity ensures that an appropriate technical environment for developing, testing, implementing, operating and supporting an Application is maintained. It covers the hardware, network, operating system software, and database management software and all tools, enabling technologies, and processes used for this purpose. This Activity does not overlap with other Activities concerned with the provision and support of hardware, network, operating systems, and database management systems but is concerned with the impact on Applications arising from the capabilities of, and changes to, such items. This Activity does cover the tools, technologies, and processes used to provide the Applications themselves, as well as the impact on Applications of their capabilities and any changes to them. Examples of such tools and processes include compilers, linkers, integrated development environments, application servers, process modeling tools, automated testing tools and various utilities.

Small changes are provided through this Activity if they can be accommodated with the resources allocated. Otherwise, they are treated as major projects and handled by the Consulting and Professional Services Schedule. Urgent cases are handled on an exception basis.

Upgrades or changes to tools and technologies normally occur for one, or more, of the following reasons:

Corrections to previous problems

Improved performance

New functionality


New methods 

When an underlying development technology changes it is necessary, at minimum, to re-test existing Applications and resolve any resulting problems. In some cases, it may be necessary to change Application code simply to accommodate the changed technology. With certain tools, e.g. process modeling or automated testing tools; required work may be transparent to an Application and its User community.

This Activity also covers the provision, support and continuity of repositories used for models, test scripts, test results and defects tracking. In the event that new technologies which require repositories are introduced (e.g. Component Based Application Development), the new repositories are also covered.

It should be noted that adaptive maintenance changes to 3rd party software are subject to licence and other agreements with the appropriate vendors.

3.1.2 GOVERNANCE AND GUIDING PRINCIPLES

The objective of this Activity is to ensure that the Services Provider maintains a cost-effective environment and toolset capable of supporting all current applications. The primary guiding principle of this Activity is that the work performed is minor in nature. This allows for the overall application governing processes, which ensure stability and quality, to be abbreviated.

Work under this Activity is generally performed as Projects under similar governance and guiding principles as described in the Consulting and Professional Services Activity. Charges for the Activity are incorporated into the charges of other Application Services except as provided below.

Where the Services Recipient requires that the Services Provider equip and train to be able to use a specific tool, the cost of such a Project is negotiable.

The differentiating criteria distinguishing a Minor Adaptive Change from a Project are:

Effort – the effort should not exceed a negotiated amount (currently set at 10 person days)

Estimates and work which exceed the agreed limit for minor adaptive changes, or which will involve the coordination of changes to multiple applications, will be referred to the Services Provider I.S. Shared Services Account Executive for development of a business case which provides the rationale for work under the Consulting and Professional Services Schedule.

Roles & Responsibilities

The Services Provider will:

Maintain a technical environment for developing, testing, implementing, operating and supporting Applications. In general, this means using versions of software which are currently supported by their respective vendors

Ensure that process documentation and any affected Standards documentation is updated to reflect the requirements and use of updated, or new, tools and processes. Changes to any such documentation that may impact the Governance of Application Services will be reviewed at the Services Recipient Meeting

Use the Software Certification process, where necessary, to certify both Applications (whether changed or not) and any runtime components of a new or updated technology


Host a review meeting to gain agreement on upgrades and changes and prioritize agreed work

The Services Recipient will:

Provide the appropriate resources for Application testing when required by an agreed update, or change

Provide a written sign-off that any remedial work has been completed successfully and that there is no unresolved impact to applications as a result of the change

The Services Provider and Services Recipient jointly will:

Agree the level to which the technical environment will be maintained

Prioritize work under this Activity 

3.1.3 SERVICE OFFERINGS

The performance of work under this Activity is measured using the same metrics as the Consulting and Professional Services Activity. Since each item of work under this Activity is agreed on a case by case basis, there is no direct metric for the Activity itself.

The Services Provider will provide a report on the state of the environment. This report will detail:

The currently installed, used and vendor versions of all software involved (Quarterly)

The status of any work in progress (Monthly)

Planned work (Quarterly)

A forecast of work that is likely to be required within the next year (quarterly)

3.1.4 INVENTORY OF ASSETS MANAGED

Software

Item
Cat.
Current Version
Lowest Vendor Supported Version
Remarks



Inst.
Used
Vendor



OS390
O/S






CICS
TP






Adabas
DBMS






DB2
DBMS






PL-1
Lang






Cobol
Lang






HP-UX
O/S






Sybase
DBMS






Oracle
DBMS






ANSI C
Lang






ANSI C++ 
Lang






Mfocus Cobol
Lang






Novell
NOS






NT
O/S






Powerbuilder
IDE
6.5
4.0.06

5.0.02

6.5
7.0
5.0.0


MS C++
Lang






MS VB
Lang






SQLWindows
IDE
5.0.4
5.0.

4




MS Access
DBMS
2.0
2.0
2000



MS IIS
Web






HAHTSite
App

Server / IDE






3.2     
APPLICATION CORRECTIVE CHANGES

3.2.1 Definition

This Activity involves the investigation and development of an action plan to resolve all operational failures of a supported application and all instances where an application fails to perform to the agreed-upon specification. The work includes investigation, solution recommendation, program and system changes and testing and liaison with the Services Recipient and Operations Staff as required.

3.2.2 Governance and Guiding Principles

The objective of this Activity is to ensure that applications are available according to an agreed schedule, perform to an agreed specification and that they process in an error-free manner.

This Activity is typically requested by either a User reporting to the Client Care Centre, or Services Provider Production Services contacting the person listed as on-call support for a particular Application. The Services Provider I.S. will employ sufficient resources, or contract with 3rd Party Vendors, to provide this Activity to an agreed level of responsiveness. Incident notification to vendors will be done either by the Client Care Centre directly or by designated support personnel as recorded in Remedy.

Where 3rd Party agreements exist, the terms and conditions of the contract take precedence over the service levels and metrics of this Activity.  The Service Provider will however strive to obtain like terms and conditions when entering into new agreements with a 3rd party and contact the Service Recipient for concurrence in advance of entering into any agreement that will not meet these terms and conditions.

Roles and Responsibilities

The Services Provider will:

Perform investigations and remedial work according to the priority established by the Services Recipient

Perform the work in a professional manner with due regard to Change Management, Source Code Control, Testing, Software Certification and Release Management

Unit test remedial work

Complete scheduling requests and Operations documentation as required

Ensure that User and Acceptance testing is performed

Ensure that all necessary processes are followed and that Application and Resolution Management documentation is updated as required

Host an application failure review

The Services Recipient will:

Ensure that the person requesting service, or an on-call User, is available to supply knowledge of business processes and manual workarounds, perform impact analyses, provide decisions on solution options and provide communications to the User community. 

Ensure that the appropriate person responds to a call by the Services Provider within 15 minutes (using a documented process)

Perform User and Acceptance testing

Ensure that relevant procedures, procedural and training documentation and materials are updated as required

Provide the Services Provider with written sign-off of the satisfactory completion of remedial work

Participate in the application failure review

3.2.3 Service OFFERINGS

Activities performed may include, but are not limited to:

Application Availability

Applications are to be available as identified in the Application Maintenance Service Schedule.

Application Quality

Application
Measure

ALL
Repeated errors

Corrective Change Response

Application
Measure
Remarks

ALL
Accept failure call 
Calls accepted from CCC and Production Services only

ALL
User update 
Update with initial analysis

ALL
Failure resolution
Using resolution approach agreed

Performance for this activity is measured in three areas:

Application Availability

Application Quality

Corrective Change Response

Application Availability

Application Availability time periods and targets are negotiable for entire functional areas, or individual applications. An application is considered available when all of its components are known to be in a functioning state. Application availability  includes the databases, hardware, operating systems and networks. . Actual availability percentages are calculated by subtracting the total time an application was unavailable (during the availability period) from the total time of availability periods and dividing by the total time of availability periods.

In order for accurate availability measurements to be made, all on-line application outages must be reported to the Client Care Centre, documented in Remedy, and a work request must be raised. 

All batch job outages must be documented within the Work Request application by Production Services.

Availability reports will be made available to the Services Recipient.

Application Quality

Application Quality, in the context of Corrective Change, is measured by the number of repeated errors during any period.

A repeated error is an abend, failure or application unavailable situation (where it is the ‘fault’ of the application) which has previously been corrected.

In order for accurate repeated error measurements to be made, all on-line application outages must be reported to the Client Care Centre,  documented in Remedy, and a work request must be raised. All batch job outages must be documented within the Work Request application by Production Services.

A review of failures will be held to determine repeated failures. Performance to this measure will be documented in the minutes of this review which will be distributed to all attendees.

Corrective Change Response

The responsiveness of the corrective changes activity is measured in three ways:

by the support person responding to the User placing the original call with acceptance of the call within a time frame defined in the Application Maintenance Service Schedule,  from the time that the CCC or Production Services initiate the call

by the support person providing an Update to the User, with an initial analysis, within a time frame as defined in the Application Maintenance Service Schedule of accepting the call

by resolving the problem in an agreed manner within a specific time depending on the relative importance of the failure

Corrective change persons are available on call based on the Business Criticality of the supported application. The following factors will have an impact on the measurement of performance for this activity:

The on-call support person having access to an on-call User to supply knowledge of business processes and manual workarounds, perform impact analyses, provide decisions on solution options and provide communications to the User community. 

The on-call User responding call by the Services Provider within 15 minutes (using a documented process)

All interfacing applications must be available

The cause of application failures must be accurately captured, documented and reported (Outage Report produced by CCC)

Application Failure Classification 

Failure Classification
Definition




Critical
User cannot continue to run core business

Important
User’s work is hindered

Non-critical
User can continue working

Standard resolution times are based on the ‘quick fix’ solution (allowing core business to continue). Resolution times for long term solutions are negotiable for each failure.

A report of failure statistics will be provided to the Services Recipient. This report will form the basis for the application failure review.

3.2.4 Inventory of Assets Managed


See APPENDIX A
3.3    
APPLICATION MINOR FUNCTIONAL CHANGES

3.3.1 Definition

This Activity involves the provision of resources to keep applications consistent with the business environment in which they operate (such as changes in business procedures) and to undertake reasonable minor amendments to maintain the usefulness and usability of an application. The Activity includes relevant communication, evaluation of change requests and implementation of agreed upon changes. Small  changes are provided through this Activity if they can be accommodated with the resources allocated. Otherwise, they are treated as major projects and handled by the Consulting and Professional Services Schedule. Urgent cases are handled on an exception basis.  Examples of work under this Activity include:

The addition of fields to an existing report

The creation of a new report

Modifications to an application’s standing data elements not available to users or application administrators (e.g. changes to hard-coded values)

Modification of a business rule

It should be noted that minor functional changes to 3rd party software are subject to licence and other agreements with the appropriate vendors.

3.3.2 Governance and Guiding Principles

The primary guiding principle of this Activity is that the work performed is minor in nature. This allows for the overall application governing processes, which ensure stability and quality, to be abbreviated.

Minor Functional Changes are subject to the same request and estimation process as Projects delivered under the Consulting and Professional Services Schedule. The differentiating criteria distinguishing a Minor Functional Change from a Project are:

Effort – the effort should not exceed a negotiated amount (currently set at 10 person days)

Estimates and work which exceed the agreed limit for minor functional changes will be referred to the Services Provider I.S. Shared Services Account Executive for development of a business case which provides the rationale for work under the Consulting and Professional Services Schedule.

Roles & Responsibilities

The Services Provider will:

provide detailed workplans in response to a written request for work which is <= 10 person days within 48 hours, 80% of the time

negotiate deadlines as required

manage all work requests

perform the work according to the priority established by the Services Recipient

perform the work in a professional manner with due regard to Change Management, Source Code Control, Testing, Software Certification and Release Management

unit test the Minor Functional Change

complete scheduling requests and Operations documentation as required

ensure that all necessary processes are followed and that Application and Resolution Management documentation are updated as required

host a application review of failures due to the implementation of minor functional changes

provide a report on implemented Minor Functional Changes

The Services Recipient will:

request minor functional changes in writing (work request) providing requirements, priority and desired deadlines

provide sufficient lead time

be available, before work starts, for requirements clarification and to participate in work, test and implementation planning

perform User and Acceptance testing

provide the Services Provider with written sign-off of the satisfactory completion of the Minor Functional Changes

formally request implementation of a minor functional change 

ensure that relevant procedures, procedural and training documentation and materials are updated as required

participate in the application failures review

3.3.3 Service OFFERINGS

Activities performed may include, but are not limited to:

Application Quality

Application
Measure

ALL
Introduced errors

Minor Functional Change Response

Application
Measure




ALL
Complete Minor Functional Changes on time

Performance for this activity is measured in two areas:

Application Quality

Minor Functional Change Response

Application Quality
Application Quality, in the context of Minor Functional Change, is measured by the number of Application failures introduced by implemented Minor Functional Changes. The failures are covered by the Corrective Changes Activity. The measure compares the number of introduced failures with the total failures.

The review of failures will determine when failures have been introduced as a result of an implemented minor functional changes. Performance to this measure will be documented in the minutes of the review which will be distributed to all attendees and which will represent the formal reporting mechanism to the Services Recipient on Application Quality.

Minor Functional Changes Response
The responsiveness of the Minor Functional Changes Activity is measured by comparing the actual implementation date of a Minor Functional Change with the planned (and agreed) date. A report of implemented minor functional changes will be provided to the Services Recipient. 

3.3.4 Inventory of Assets Managed


See APPENDIX A

3.4 
ASSET MANAGEMENT

3.4.1 Definition

This activity requires a joint effort between the Service Provider and the Service Recipient to ensure the appropriate services and measures are identified for both organizations. The Service Provider will facilitate the development of this activity with completion by May 31st, 2000.

The IT Asset Management service includes Contract and License Management, Inventory Management, Procurement, including accounts payable, and Vendor Management.  Services Provider will develop and maintain an inventory tracking database for the Services Recipient.  Services Provider will track separately assets as per below. The accuracy of the information is dependent upon the compliance by the Services Recipient with the Services Provider supplied processes supporting the Inventory Tracking Services.

3.4.2 Governance and Guiding Principles

Services Provider will maintain a repository for copies of IT Contracts and License agreements, specifically terms, conditions and costs.  Assess both proposed and existing license agreements and facilitate the negotiation process and ongoing monitoring of compliance to the terms and conditions. Services Provider will provide an Asset Tracking form to facilitate any changes that happen within the Services Recipient’s environment.  Using an asset tracking form through the Client Care Centre, the Services Recipient can identify new acquisitions handled directly and changes to the environment handled directly (IMAC’s ( installs, moves, adds, changes) or changes to the environment handled by Services Provider.  The Services Recipient is required to provide a copy of the purchase order and invoice when adding new assets via the asset tracking form.  Non Networked devices will be tracked within the inventory, however, will not be managed for software deployment or software inventory.  The Services Recipient will notify Services Provider of any Hardware/Software procured outside of the Asset Management Services procurement process for asset tracking purposes,  i.e. evaluation or trial hardware.

3.4.3 Service OFFERING

Activities performed may include but are not limited to the following: 

Inventories of IT Hardware and Software, i.e. contracts, agreements, workstations, servers, infrastructure devices, etc.

Monitor License and Contract agreements.

Notification of renewals

Only Software titles approved and deployed by EDM will be tracked,  all other Software will be recorded for License Management but not tracked by EDM deployment.



Non Networked devices will be tracked within the inventory, however, will not be managed for software deployment or software inventory.

Accuracy of the information will be dependent on the Services Recipient’s adherence to the Services Provider Inventory Tracking procedures. 

A report based on number of workstations would be generated monthly for the Services Recipient. 

A report based on non-workstations would be generated monthly. This report will include identified items such as printers, photocopiers and fax machines. This report will need to be defined through a joint effort by both parties.  This work will be completed by May 31st, 2000.

The Services Recipient may request additional customized ad hoc reports, which will be charged on a time and materials basis.  The Services Recipient will be advised of the development time and the price for these ad hoc reports, after an evaluation has been performed.

Service impacts caused by the Services Recipient or their subcontractors or caused by events beyond the reasonable control of Services Provider, affecting the delivery of Services Provider services, when identified by Services Provider, shall be excluded when tabulating the measurements of Desktop Service Schedule. These events will be presented along with the reporting as identified in the Service Schedule.

The following items can be tracked via a combination of a manual and an electronic process:

Included within Inventory Tracking


Excluded from Inventory Tracking



Servers

Network attached devices

Hubs, routers, switches, concentrators

Bridges and other specified network devices

Workstations

Workstation attached devices

End User information

Terms and conditions of License, Contract and Leasing information

Non network connected workstations

Non network connected hardware and software


Warranty information

Any financial information



3.5 
BACKUP AND RESTORE

3.5.1 DEFINITION

Backup and Restore provides for the management and monitoring of scheduled backups and requested restores across multiple platforms.

This Service provides Backup and Restore Services for the following Data types residing on the Intel, Unix and Mainframe servers.

User Data files

Database files

Application Software files

Operating System files

The backup service applies to all data – development and production – on the stated platforms with frequency and availability as defined in the Services Recipient’s Storage Policy document. (Note this Policy needs to be created for the Services Recipient by representatives from both organizations. To be completed by May 31st, 2000)

3.5.2 Governance and Guiding Principles

Backups are performed, as per the Services Recipient Backup Schedule.  Services Provider will review the schedule on a monthly basis and notify the Services Recipient with any changes required. These will be negotiated and signed off by both parties.  Once signoff has occurred then the backup schedule will be adjusted. 

Special requests for backups are to be requested via the Client Care Centre (Remedy). Only staff listed on the Services Recipient Backup/Restore Authorized Personnel list will be able to request special backups and a best effort approach will be taken.

Restore requests are to be requested via the Client Care Centre (Remedy).  Only staff listed on the Services Recipient Backup/Restore Authorized Personnel list will be able to request special restores.  This list needs to be created for the Services Recipient by representatives of both organizations. This is to be completed by May 31st, 2000.

The Backup and Restore Schedule along with Inventory of Assets Managed are considered to be accurate and maintained by assigned staff.

3.5.3 Services Offering

Activities performed may include but are not limited to: 

The Service Provider will schedule, run and monitor backups. The frequency of the backups could be Daily, Weekly, Biweekly, Monthly, or semiannually.

Special request backups are on a best effort approach via a request from the Service Recipient to the Client Care Centre (remedy).

Data Restores will be completed as requested within one Business day of  backup media availability.  

In the event of Backup Failure Recovery the Services Provider will attempt to rerun the backup, if possible,  within the backup schedule window 

Service impacts caused by the Services Recipient or their subcontractors or caused by events beyond the reasonable control of Services Provider, affecting the delivery of Services Provider Services, shall be excluded when tabulating the performance measures. The Service Recipient will be consulted of any exclusions prior to the final performance measures being reported on.


Measurements and reporting for this Service will be created within forty-five (45) days of the Storage Policy being created and agreed to by both parties. The Policy document will set the service expectations.
The Services Recipient may request additional customized ad hoc reports, which will be charged on a time and materials basis.  The Services Recipient will be advised of the development time and the price for these 

ad hoc reports, after an evaluation has been performed.

3.6 
CAPACITY AND PERFORMANCE MANAGEMENT

3.6.1 Definition
Capacity & Performance Management is the process of planning, defining, measuring, analyzing, and reporting, the capacity and performance of computing, storage and network hardware resources. This covers the current server platforms including mainframe (OS/390), Unix (HP-UX and Sun Solaris) and Intel (NT and Netware) and the network that connects it to the client. 

3.6.2 Governance and Guiding Principles

· All performance problems are to be reported to the Client Care Centre.

· All requests (e.g. additional hardware, performance testing, tuning, etc.) are to be put in writing (email).

· To determine hardware requirements, the client/project team must provide pertinent information such as the type, volume and frequency of transactions; the size of transactions; the number of users; etc during an average day as well as a peak day.  

· The client/project team who is responsible for a change e.g. implementation of a new application, upgrade or enhancement, can be requested to back out the change if it negatively impacts the performance of existing services.

· Application sizing is to be done at the early stage of project development in order to be able to deliver the necessary hardware on time. For purchased application, the vendor should be responsible for sizing and a performance and capacity guarantee is included in the contract.

· Hardware growth for existing application is planned during annual budget process based on the company’s business growth. Additional hardware requirements will be planned based on the initiatives approved during the budget process.

· For Performance/ Stress testing, details of business processes and procedures are to be provided in order to create scripts that will simulate production environment. 

3.6.3 Service Offering

Activities performed may include but are not limited to the following:

· Provide second level support for performance (poor response) related problems.

· Provide capacity planning services including application sizing to determine hardware requirements.

· Provide monitoring, tuning and optimization for servers (CPU, memory and storage) and networks.  
· Prepare and run performance /stress test including creating scripts, capturing utilization measurements and assessing the results. 

The performance of this activity is included within the IT Service Schedules delivery measurements.

3.7 
CHANGE MANAGEMENT

3.7.1 Definition

Change Management involves planning, coordinating, monitoring, and communicating changes that affect the systems environment. A change is any activity that may affect a service to a Services Recipient, except for the normal day-to-day work of operations and Services Recipients, but including the non-routine fixing of problems.  Change Management covers the co-ordination and communication of any change that can alter service delivery.

Change Management has several key objectives:

· To manage change requests throughout their life cycle from initiation to completion. 

· To assist with evaluating the potential impact/risk of each change. 

· To verify that the appropriate authority is arranged to implement changes. 

· To verify that permanent changes to any aspect of the service are implemented in a controlled manner. 

· To keep the involved parties aware of the status of the change request. 

Hardware: All installations, discontinuances, and relocations of equipment in the data center, network, or remote locations. This excludes any hardware covered via the IMAC or 1-of processing and includes:  

· Major desktop rollouts (15 or more)

· Major moves of desktop (15 or more)

· Moves/changes/removal of voice and data telecommunications

Software:  All software changes including modifications to the system operating code, access methods, program products, or common system support modules.  This also includes deployment of new/revised/deleted software.

Application: All application changes being phased in to the production system. Application changes often include alterations to processing programs and integration of new application jobs and systems.

Procedure: Changes to procedures that may affect system availability or accessibility. 

Environment: Environmental changes involving the facilities associated with the data center and remote sites. This includes items such as air conditioning, chilled water, raised flooring, security, Uninterrupted Power Supply and co-ordination of building power outages. 

All changes to the production environments follow the defined change process.

3.7.2 Governance and Guiding Principles

· A completed change request (supplied by the Service Provider) is submitted to the Change Management team.   

· An acknowledgement (which includes the assigned change request number for referencing and the name of the assigned Change Management analyst) that the change request has been received is sent to the change originator. 

· All changes affecting Services Recipient will be communicated to the Change Control Co-ordinator at Services Recipient. 

· All changes affecting Services Recipient, other than emergency changes, will not occur unless acknowledged by the Change Co-ordinator at Services Recipient. 

· Negotiation of the change will be done between the Services Provider Change Management and the Services Recipient Change Control Co-ordinator (or the designated backup Change Control Co-ordinator).

· Emergency changes can occur without the consent of the Change Control Co-ordinator at Services Recipient. 

An Emergency Change is described as business impacting if the change is not done immediately (the same day).

An Urgent Change is described as a change that must be done within 24 hours (or next business day). The business will not be impacted, but it is necessary to get the change done as soon as possible to ensure there is no interruption in service. 

3.7.3 Service OFFERINGS

Activities performed may include but are not limited to:

· Provide a communication process for notifying of upcoming changes, updates to changes, and complete/incomplete changes.

· Track, schedule and co-ordinate the changes to completion. 

· Facilitate the changes to completion.

· Conduct: change management meetings and produce reports on affect of change.

· Post Change Reviews.

· Change conflict negotiations with Services Recipient and Services Provider.

· Maintain a database of all changes.

· Maintain a calendar of all changes. 

· Change Management provides a report of the number of changes received, completed and incomplete

Change Management will acknowledge emergency change requests within two hours of receipt during normal hours of operations.  This will be done via electronic mail and fax.  

Services Recipient will acknowledge change via electronic mail.  

Change Management will acknowledge all change requests (except emergency) within 24 hours of receipt.  This will be done via electronic mail and fax.   Services Recipient will acknowledge change via electronic mail. 

Change Management’s’ hours of operation are from 8:00AM to 5:00PM, Monday to Friday . 

Change Management will provide a report of the number of changes received, completed and incomplete

3.7.4 Performance Metrics 

The Services Provider Change Management group will provide the following performance metrics by which to measure our success:

Provide service from 8:00AM to 5:00PM, Monday to Friday.

100% of changes received are tracked, scheduled and co-ordinated. 

100% of all changes are closed upon completion or cancellation. 

Maintain a record database of 100% of all submitted changes that have or will be occurring in the environment. 

Conduct Change Management meetings at Services Recipient on as needed basis – to be determined between Services Provider Change Management and Services Recipient. 

A post change review will be conducted for all failed changes 100% of the time. 

Monthly Change Request Report will be issued on the fifth business day of each month. 

Successfully processing of all change requests 90% of the time in accordance to how they are categorized:

Emergency

- 
same day

Urgent

-
within 24 hours.

Regular

- 
within 24-72 hours

Communication Delivery:

Acknowledgement to Change Originator: Within 24 hours or receipt of change request during business days/hours. Emergency change request will be done within two hours during business days/hours. 

Communication to Change Control Co-ordinator: Within 24 hours of receipt of the change request during the business days/hours.  Emergency changes will be communicated the same day the request is received during business days/hours. 

Communication of Risk to the Environment: Will be done 100% of the time. 

Change Completion Note: Within 24 hours of completion of the change during business days/hours.

3.8 CLIENT CARE CENTRE 

3.8.1 Definition

The Client Care Centre or CCC, is the single-point-of-contact two-tier technical helpdesk for 1st level support to clients who require assistance with inquiries, requests and the resolution of problems.  The CCC is accessible via telephone numbers 1-800-361-5911,1 or local GTA 416 495 5911 or email client_care_centre@ecsi.enbridge.com. 

Calls not resolved at the CCC are ticketed and assigned to the appropriate 2nd level Support Groups (i.e. On Site Support, Network Services etc.). 

CCC problem management deals with problem resolution, problem impact reduction and problem elimination within the IT environment.

3.8.2 ACTIVITIES
· Providing password resets

· Handling requests for system access and ID resets

· Performing 1st level support for approved shrink-wrap software, hardware and connectivity problems.

· Answering questions relating to desktop systems, both operation systems and shrink-wrapped software
· Client communication of the resolution and/or completion status of problem resolution and service request activities in progress.

· Placing service calls to Vendors/Service Providers

· Providing a recorded status message to inform of any high severity problems that exist within the Services Recipients Systems.
· Recognizing, analyzing and reducing the number of problems that occur.
· Interfacing with support teams to reduce the impact of problems.  
3.8.3 Governance and Guiding Principles

The Client Care Centre is to be considered the single point of contact and will maintain ownership of the Services Recipient’s problems until resolution. This is accomplished through partnership with other IT support groups and feedback form the Services Recipient.

It is the Services Recipient’s responsibility to ensure the CCC is informed of any new applications at least 31 month prior to implementation. 

It is the Services Recipient’s responsibility to ensure that appropriate approvals have been obtained prior to contacting the CCC for any  requests (any work request/activity, other than a problem). All work requests must be communicated to the CCC from the Service Recipient via e-mail.
3.8.4 PERFORMANCE MEASURES

Please refer to the service schedules for details on performance measures

The response time for voicemails left with the Client Care Centre is within 4 hours as voicemails should only be used for non-critical problems. The target is 95%.

Requests made through E-mail will receive a response within 8 hours, including a request ticket number. The target is 95%.

E-mails should not be used for problems.

These measurements will be reported on a monthly basis, in a format agreed to by both the Service Provider and Service Recipient.  This work is to be completed by May 31st, 2000.

3.9 
DATA CENTRE HARDWARE AND SUPPORT

3.9.1 Definition

This service provides for the management and monitoring of all Information Technology Operations hardware that is used by the Services Recipient for day to day business operations.  The hardware under consideration has been selected to meet the application needs as outlined in each of the applications Systems Design documents.

This service provides coverage for all Unix and Mainframe servers including:

(a)
Hardware repair and/or replacement activity,

(b)
Hardware warranty service management, including coordination and claims processing

(c)
Maintain currency and planned replacement

Production Control monitors mainframe and environmental hardware (i.e. Air Conditioning, FM-200 fire protection, Water and UPS power interruption). 

These services are provided on a 7/24 basis.

3.9.2 Governance and Guiding Principles

All support services are scheduled in advance (unless emergency) and after reviewing the Services Recipient’s Batch Job Schedule and obtain agreement from the Service Recipient.

Notification of changes to the production environment for delivery of services within this definition will be provided to the Services Recipient’s Business Relationship Manager in advance by the Change Management team.

Notification of completion, either success or failure will be provided to Services Recipient’s Business Relationship Manager on the next business day of the scheduled change by Change Management team.

All notifications of hardware outage will be initiated by Client Care Centre.

All hardware problems will be tracked using the Remedy PMT application. 

3.9.3 Service offerings 

Activities performed may include but are not limited to:
Services Provider operates associated operating system, networks, and application drivers (such as CICS and IMS) 24 hours a day, 7 days a week. 
Console Support 

With our primary focus on providing increased service levels while reducing costs, Services Provider monitors all systems’ consoles 24 hours a day. An operator is available to respond to each action or response request that is displayed on these consoles.

Automated processes such as Automated Operations (AO) handle most messages and responses. Services Provider console support operators are well equipped with extensive on-line and printed instructions for almost any situation. Each console operator uses a workstation with window access to all pertinent operations and functions. Other operators in the command center interconnect the workstations on a local area network (LAN), which facilitates coverage across systems. Consequently, operations support can provide timely coverage of all systems and applications. 

Hardware Operation 

We ensure the availability of each procedure through a series of tests administered by operations support.
The Services Recipient may request customized ad-hoc reports, which will be charged on a time and materials basis.  The Services Recipient will be advised of the development time and the price for these ad hoc reports, after an evaluation has been performed.  

3.10
DATA MANAGEMENT SERVICES

3.10.1
Definition

This activity ensures that production database support is provided by the Services Provider, to ensure the availability of the databases and database environments required by the Services Recipient, to the level of availability as agreed upon by the Services Recipient and Services Provider.

In addition this activity provides for database and data management related activities to be available by request of the Services Recipient to a single point of contact, the Enbridge Commercial Services Inc. Client Care Centre. 

3.10.2
GOVERNANCE AND GUIDING PRINCIPLES

Production database support is available through a single point of contact during normal business hours (9:00 a.m. to 5:00 p.m.) and by an off-hours on-call rotation available through the Remedy PMT application. This single point of contact for all production database problems is the Service Provider’s  Client Care Centre. Production database platforms supported through this service are identified databases on the Adabas, DB2, Sybase and Oracle database management systems.

Database and data related services are obtained through requests to Service Provider’s Client Care Centre (CCC). After assigning a Remedy ticket number, the CCC will then route these requests via e-mail to the Service Provider’s DBMS1 id. Requests for services are validated, scoped and assigned to an appropriate database analyst for completion; should the request be deemed project-size (i.e. greater than ten working days in length), the request is forwarded to IT Professional Services for follow-up with the service recipient.

The Services Provider will staff the DBMS1 id during normal business hours (9:00 a.m. to 5:00 p.m.), and respond to each service request from the Services Recipient, within two working days, with time and resource estimates, request for prioritization where necessary and notification of completion.The Services Recipient will provide the Services Provider with sufficient details to allow the work to be scoped, along with contact name(s), applicable application and requested date of completion. The Services Recipient will also provide prioritization of tasks when the volume of requests prohibits work completion as requested or provided. 

3.10.3
Service OFFERINGS

Data management services include, but are not limited to:

· Installation, maintenance, upgrades and support of database and associated tools software

· Delivery of database environments and infrastructure on which applications are built

· Database development and production implementation

· Logical and physical data modelling and database design

· Database monitoring, tuning and optimization

· Database backup and recovery

· Database maintenance  (e.g. object reorganizations)

· Database tools evaluation

· Database replication strategies and setup

· Database security design

· Development database security execution and access control (not production)
3.10.4
performance metrics

Time tracking of data management activities is done via Team Workbench.

Request tracking for problem support and work requests is handled by the Client Care Centre, using Remedy tickets assigned to DBA personnel and the DBMS1 e-mail id.

3.11 
EMAIL ADMINISTRATION AND SUPPORT

3.11.1 
Definition

This Service provides for electronic mail administration services, including administrative support for creating and maintaining End User profiles, granting authorized End User access, providing ongoing End User password support and providing E-mail administrative support for directory services.  This Service includes proactive monitoring, performance reporting and problem management.

Services Provider will execute ‘First Failure Recovery procedures’ in the E-mail environment with designated Services Recipient personnel and jointly make recommendations for Technical Support 

dispatch. 

3.11.2 
Governance and Guiding Principles

· Access to the Services Recipient’s email system is made available in order to perform moves/adds/changes to user profiles and reset passwords.

· The Services Recipient will designate a person who will validate/authorize end user requests for access to email system.

· The Client Care Centre will be the central contact for all email requests.

3.11.3 
Service Offering

Activities performed may include but are not limited to:

· Administration tasks will be performed Monday to Friday between the hours of 8:00 a.m. and 5:00 p.m., excluding statutory holidays.

· Completion of user-id and group management services within 4 business days of request receipt by the Services Provider Client Care Centre, with an attainment of 90% measured monthly

· User-id password resets will be completed within 2 business hours of request receipt by the Services Provider Client Care Centre, with an attainment of 90% measured monthly

3.11.4 Service availability

E-mail and calendaring will be available 24 hours a day, seven days a week, with an availability of 99% (excluding planned outages) between the hours of 8:00 a.m. and 5:00 p.m. Monday to Friday and an availability of 95% (excluding planned outages) for all other times

This will be reported on the Application Availability Report.

3.12    
IMAC CO-ORDINATION AND EXECUTION

3.12.1 Definition

This Service provides for the Coordination and Execution of Install/Remove, Move, Add and Change (“IMAC”) services for Hardware at the Services Recipient’s designated locations as per ‘Appendix A’

3.12.2 Governance and Guiding Principles

IMAC requests must be submitted to the Client Care Center for scheduling. All required data must be provided at outset of the request. Refer to request template.

Client to ensure that all facilities are ready for IMAC team, i.e. Lan or Voice cable has been installed, electrical power available at location, etc. Failure to ensure all environmental requirements will result in a chargeable visit.

IMAC requests, co-ordination and execution will be scheduled based on the agreed service levels. 

IMACs will be scheduled to minimize the impact to the Services Recipient’s business operations.

Assets that are to be tracked, as per Asset Management Services, will be updated as this service is performed.  

IMAC activity involving more than five (5) related End User Workstations and IMAC activity on system components other than End User Workstations would be considered a Project. 

IMAC activity required, as a result of the entire relocation or discontinuance of an existing designated location or to setup an entirely new location will be considered a Project.

IMAC calculations will be based on a per technology unit measurement, i.e. one phone  = one unit, one p.c. = one unit etc.  An IMAC activity, which involves de-installation of a unit (technology unit i.e. phone or p.c.) at one designated location and the reinstallation of the same unit at another designated location, will be considered to be two IMACs or two units

3.12.3 Service Offering

Activities performed may include but are not limited to:

· We will deliver IMAC services via a client request which has been submitted to the client care center or a request submitted to the Professional Services Account Manager.

· We will provide project management for major building moves. (greater than 5 end user work stations or new locations)

· We will move telephones, faxes, printers, and PC’s.

· We will install newly acquired hardware as listed above as well.

· We will provide a monthly report detailing how many units we have moved, added or replaced, by type, in each of the clients locations.

3.12.4 PERFORMANCE MEASURES

Please refer to the service schedules for details on performance measures

3.13     
INTEL SERVER SUPPORT AND MONITORING
3.13.1 Definition

This service provides for support for print, file and log on scripts. This service includes proactive monitoring of servers and the off site and on site problem management. 

3.13.2 Governance and Guiding Principles

· Infrastructure monitoring hardware/software installed on servers

· Access to Servers is available 7 X 24

· Servers are configured with RAID 5

· Virus protection that is installed will be a General Availability release

3.13.3 SERVICE offering

· Provide second level support for Service Recipient problem calls via the Client Care Center

· Provide Intel Server Hardware support and maintenance

· Provide Intel Operating System support and maintenance (Microsoft NT, Novell)

· Provide Intel Backup Software support  and maintenance (ARCSERVE)

· Provide Anti Virus support on the Servers

· Participate in the planning,  procurement  and installation of new Intel Servers

· Provide IMAC of existing Intel Servers

· Participate with the initial installation and configuring of new server specific application software

· Configuration and Management of HP JetDirect Network Printers

· Configuration of CD Towers 

· Evaluation of new Server based software

3.13.4 PERFORMANCE MEASURES

Please refer to the service schedules for details on performance measures

3.14     
ON-SITE SUPPORT SERVICES
3.14.1 Definition 

This Service relates to on-site Technical Support at the Service Recipient designated locations (please refer to appendix ‘A’ of the service schedules)for the for the support of personal computers and related peripherals such as printers and modems, installation and support of all Network and Telecommunication related hardware as well as installation and support of all Intel related hardware. 

3.14.2 Governance and Guiding Principles

The installation and support of personal computer and related peripherals the Services Provider will require that:

· All Calls be received through the Client Care Center

· The client supply all pertinent information requested by the Client Care Analyst  such as PC number, Client Information and description of problem 

· Access to Service Recipient’s personal computer or printer

· That the problem PC is running a standard EDM Built Configuration

· The EDM Manager is fully functional

· That all software installed on the PC was packaged and deployed via EDM

For installation and support of Network, Telecommunications and Intel related hardware see the appropriate section in those defined activities.  




3.14.3 Service Offering

Activities performed may include but are not limited to:

· Providing onsite technical support for problem calls regarding standard personal computer related hardware such as desktops, laptops and printers.

· The installation and support of peripheral equipment such as modems scanners and printers.

· Providing  personal computer Operating System support  (NT 4.0 Desktop)

Service impacts caused by the Services Recipient or their subcontractors or caused by events beyond the reasonable control of Services Provider, affecting the delivery of Services Provider Services, when identified by Services Provider, shall be excluded when tabulating the attainment performance measures.

3.14.4 PERFORMANCE MEASURES

Provide a monthly On-site Activity Report listing the number of calls dispatched and the volume of activity as defined in each service level. 

3.15    
OPERATIONS SUPPORT AND PRODUCTION CONTROL

3.15.1 Definition

Production Control

Production Control builds schedules, tests, and monitors production batch loads.  Production control executes all processes and procedures related to the production workload. Production control coordinates all tasks in day-to-day production operations.

Production control is responsible for attaining the batch processing service levels. Its responsibilities include:
1. Providing specific job classes and initiators to isolate jobs requiring tape from jobs that do not. Services Provider also separates jobs from each other based on whether the job is input/output or processor-intensive. Jobs are treated on a first-in, first-out basis. Services Provider coordinates special priority processing of specific jobs upon request via the Client Care Centre (Remedy).

2. Facilitating the handling of special client-provided input parameters by parameter substitution, as needed.
3. Manual or Automated Tape Services: 

Tape handling requirements are implemented according to contract specifications. Services Provider supports a variety of types and levels of manual-mount, cartridge-mount, and silo-type tape systems. Services Provider strategic direction towards System Managed Storage (SMS), Removable Media Management (RMM) and automated tape library management (ACSLS) may gradually change the numbers and types of tape mounts with the result of an overall decrease in the elapsed production times. SMS and RMM also help in optimizing the balance and use of tape and DASD resources.  These disciplines are also being extended into the UNIX and Intel environments.

3.15.2 Governance and Guiding Principles

· All process executed by Operations staff is only done if those processes are documented and signed off by the Services Recipient and Application Production Support.

3.15.3 Service offering

Activities performed may include but are not limited to:
Production Batch Schedule completion within defined batch window.

Batch Processing Management and Response to Console Messages

The Services Recipient may request customized ad hoc reports, which will be charged on a time and materials basis.  The Services Recipient will be advised of the development time and the price for these ad hoc reports, after an evaluation has been performed.

3.15.4 PERFORMANCE MEASURES

Please refer to ‘Application Maintenance Services’ service schedule for  Measurements pertaining to application availability.

A daily shift report will be made available from Computer Operations to the Service Recipient.

3.16     
RECOVERY MANAGEMENT
3.16.1 Definition

Recovery Management is the process of planning, testing, and implementing the procedures required to restore service after any system outage, either by returning the system to normal operations or by taking alternative actions to restore services. Recovery Management covers failures in normal day-to-day service delivery operations, including hardware, software, applications, operations, network, and the information technology environment. Recovery management supports attaining required service levels by anticipating and minimizing the impact of failures through the development of recovery processes and capabilities.

In this process, we use the Risk/Business Impact Assessment (RBIA) document, which identifies the risks and the impact of the risks on the business unit. From this assessment the recovery strategies are identified and recovery procedures are developed. The recovery procedures are maintained in 2 formats; Technology Infrastructure Recovery Plans and Business Continuity Plan. The maintenance of the Technology Infrastructure Plans is the responsibility of Services Provider and the maintenance of the Business Continuity Plans is the responsibility of the individual Service Recipient’s business units. When a system or application failure occurs, technical personnel identify the failing component and follow the documented recovery process for it. 

All outage records are reviewed by Business Continuity Services who assesses the recovery actions taken. If additional information is needed, Business Continuity Services representative will talk with operators, technical support, systems programmers, and others involved in the problem. This information is combined with analysis of the problem records, system logs, and console logs to determine the availability and effectiveness of the recovery procedures. 

All major changes to the Services Recipient’s technology must be reviewed for impact to the RBIA and the associated recovery procedures within sixty day prior to the changes being implemented. If a proposed change affects recovery procedures, new procedures are developed, tested, and implemented concurrent with the change.

3.16.1.2 Business Continuity Services

Business Continuity Services is a service that Services Provider provides for all its Services Recipients, unless specifically declined and signed off in writing. Our standard Technology Infrastructure recovery offering specifies the components of this service.

Standard Offering Deliverables 

Our standard technology infrastructure recovery offering includes these essential services: 

· Recovery of Services Recipient-specified critical applications (to the last backup cycle) within 48 hours after declaration

· Development of a interim recovery plan within ninety days of contract commencement

· Development of draft technology infrastructure recovery plan within ninety days after transition is complete

· Development of final technology infrastructure recovery plan within thirty days after draft is approved

· Function Exercise within 180 days after completion of the final technology infrastructure recovery plan and annually thereafter

· Off-site storage of vital records necessary to recover critical applications (backed-up daily)

· Off-site storage of secondary application records (backed-up daily)

· Adequate hot-site/guaranteed replacement resources to restore critical applications

· Standby networking facilities to link the Services Recipient to the hot site or business work area recovery site

Note: Business recovery of applications, for example, forward recovery of applications, is not included in the standard offering.

Delivery Approach 

Based upon the standard offering deliverables, Business Continuity Services has developed a standardized delivery approach. 

Plan Development

Business Continuity Plan (Final): 

The Business Continuity Services team works to develop a technology infrastructure recovery plan and puts it in action within 120 days after the contract commencement and identification of critical applications. 

For any identified secondary applications, the technology infrastructure recovery plan includes provisions for recovery of these after the critical applications have been recovered.

In most cases, this plan will be part of the site plan for the Services Provider Technology Infrastructure Continuity Plan.

Backup Frequency (Regression Time): 

Critical applications are backed up daily, at a minimum.

Recovery Time: 

Standard recovery for critical applications is a maximum of 48 hours after declaration. Secondary applications are recovered within 2 weeks after the full recovery of the critical applications.

Off-site Storage of Vital Records: 

Vital records that support critical applications, secondary applications, and non-vital applications are stored in an off-site and secure location, determined by the delivery organization and located so that adequate time exists to retrieve and transport records to the appropriate recovery location.

Hot-Site/Guaranteed Replacement Providers: 

Services Provider Business Continuity Services (BCS) and the Recovery Service Partners, (determined by the delivery organization), provide recovery support. Sufficient hot-site and guaranteed replacement resources are contracted to support critical applications. Any secondary applications must be identified along with their technology requirements and added to the recovery services contracts.

Function Exercises: 

Function Exercises (testing) for critical applications occurs on an annual basis, at least. As such exercises are usually included as part of a larger, site-level exercise. Business Continuity Services attempts to accommodate Services Recipient constraints on exercise-date selection. Successful function exercises depend on Services Recipient-supplied exercise success criteria. As a result, we expect Services Recipients to participate in the planning process and the Service Provider requires  their participation in the function exercise itself.

Note: Recovery of secondary applications is not normally completed during a function exercise conducted at the hot-site location. Any secondary application exercises must be specifically arranged (and priced) if anything beyond the function exercise is required.

Resumption of Full Services: 

Once the business interruption conditions cease to exist, operations must return to the home site. Recovery of critical applications, secondary applications, and then non-vital applications to restore covered services at the delivery site or alternate site constitutes this return to the home site. This will include the recovery of the data from the full backup, taken at  the transition point. Entry of all data gathered during the transition period is the responsibility of  the Services Recipient. 

Process Ownership: 

Business Continuity Services (BCS) assumes responsibility for all functions related to delivery. For example, Business Continuity Services administers the hot-site contract (usually, one BCS contract is in place to service all Services Recipients at a given center). This may include:

· Hot-site contracts

· Guarantee Replacement contracts

· Vital records (off-site) storage contracts

· Telecommunications contracts

· Plan development and management

· Services Recipient exercises, scheduling, planning, and coordination

Services Recipient Responsibilities: 

A successful business continuity program requires significant Services Recipient involvement. Minimally, the Services Recipient should provide:

Critical Application Identification

Services Recipients should provide the critical applications and recovery requirements for applications necessary to restore their vital business processes.

For Services Recipients who are unprepared to identify their critical applications, BCS can perform a Business Impact Assessment at a cost.

Backup Windows

Successful execution of a business continuity program requires that Services Recipients provide backup windows commensurate to backup critical applications according to the Services Recipient-defined requirements (as specified in the contract schedule).

Exercise Support

 The Service Recipient must review and mutually agree to the enterprise exercise success criteria established by the Service Provider for the business continuity exercise(s). This set of criteria is the benchmark to measure a successful exercise for the Services Recipient.

Business Continuity Plan Development

Services Recipients must develop and maintain business continuity plans that address the means in which they will continue to perform their business functions without or downgraded technology services. The plans should include critical staffing level, notification call lists, manual processes, data gathering tools, recovery of lost data, and data entry methods.

For Services Recipients who are unprepared to develop and maintain their Business Continuity Plans, BCS can perform these functions at a cost.

3.16.1.3 Business Continuity Plans

For Services Recipients who are unprepared to develop and maintain their Business Continuity Plans, BCS can perform these functions at a cost. Each service listed below can be purchased as a full package, mix of the services, or individually.

Risk & Business Impact Assessments

Identify the threats, vulnerabilities and controls

Evaluate the impacts to the business due to loss of technology, functionality, facilities and suppliers

Identify potential recovery strategies based on findings

Security & Site

Evaluate the computer facilities and implement procedures to reduce probability of incidents (e.g. Fire suppression, electronic pass card entry, etc.)

Recovery Strategies

Review available options

Provide time recovery of all critical business functions / applications

Identify alternative recovery strategies

Perform cost analysis and select best recovery strategy

Incident Management

Pre-planning of actions and people necessary to stabilize an incident

Identify appropriate options in an emergency

Salvage and restore operations

Conduct post-incident reviews

Plan Development 

Develop and document procedures to ensure business continuity during an incident / business                    interruption 

Backup and Restoration Procedures

Identify and ensure all critical data, programs, documentation, manuals, forms, etc. are available under all emergency situations

Exercises

Develop structured, comprehensive exercise methods

Ensure on-going integrity of plan through regular exercises

Maintenance

Regular audits and reviews

3.16.2 Governance and Guiding Principles

The Service Provider’s Business Continuity staff will periodically analyze system resources, configurations, and procedures to assess backup and recovery capabilities.  This will function as an Assurance Audit that the operation of Recovery is viable and the service levels can be met.

The Service Recipient will provide a list of critical (and non critical) applications, and in order of importance. 

The Service Provider’s Business Continuity group, prior to the inclusion to the existing technology infrastructure plans, must review any introduction of new/changes to the critical (and non-critical) applications by the Service Recipient’s business units. 

The Service Recipient will have scripted and tested recovery plans for critical applications.

The Service Recipient communicates (in writing) of any changes to the environment or infrastructure. 

The Service Provider understands that the Service Recipient will provide a resource to be available approximately 30% to co-ordinate the in-house efforts and interact with the Service Provider’s representatives.  This individual is generally referred to as the Business Recovery Co-ordinator (BRC).   The Service Recipient’s BRC will be required to schedule all meetings, assist in the gathering and/or documentation of supporting information such as detailed procedures.   The Service Provider recommends a Service Recipient project team consisting of a representative from each of the functional areas to be involved.  These individuals will be required on a part time basis (10-20%) during plan development. 

The Service Provider requires the Service Recipient’s participation of resources in the development of the interim draft and final technology infrastructure recovery plans. 

The Service Recipient provides resources to participate in the functional testing exercise(s). 

The Service Recipient identifies and communicates (in writing) all vital records to the Service Provider. 

The Service Recipient provides knowledgeable resources to assist in the recovery in the event of a disaster. 

The Service Recipient plans will conform to the Service Provider’s templates for application scripting, technology infrastructure and business continuity plans. 

The Service Recipient employs a backup window strategy.  If there any any changes to the backup strategy, the Service Provider must be informed of the change(s). 

3.16.3 Service OFFERINGS

Activities performed may include but are not limited to:

Risk and Business Impact Assessments

Security and Site Review

Recovery Strategies

Incident Management

Plan Development

Backup and Restoration Procedures

Exercises

Maintenance 

3.17 
SECURITY OF DATA AND SYSTEMS

3.17.1 Definition

The Services Provider’s responsibilities, for data and systems in the scope of services, are to:

1. Provide data access control software

2. Implement and maintain safeguards to deter and prevent intentional or accidental security violations by Services Provider or employees

3. Accept responsibility for accessing system data sets, libraries, and facilities by Services Provider personnel need access to this data as required to perform their jobs, while remaining within the scope of the Codes of Conduct that are in force at the time

4. Protect and secure client media, following the appropriate procedures for media receipt, transfer, disposal, storage, and retention

5. Maintain Services Recipient programs for virus avoidance and detection. 

6. Comply with Service Recipient data security requirements.

7. Conduct scheduled reviews of the electronic access logs for unusual access occurrences or unsuccessful attempts, and performs follow-up activities when necessary

8. Continually review the security policies and procedures for effectiveness and recommend improvements

9. Assist and work with Service Recipient within the established data protection guidelines

10. Administer data access in compliance with Service Recipient requirements.
3.17.2 GOVERNANCE AND GUIDING PRINCIPLES

To support these responsibilities, Services Provider establishes Information Security procedures. Services Provider responsibilities include the monitoring and periodic auditing of the implementation of security procedures and practices 

User ID Registration Support 

To support the data security practices, Services Provider will establishes a user ID administrator.  The user ID administrator supplies Services Recipient personnel with user IDs based on business needs and Service Recipient management approval and revalidates users on a regular basis to confirm a continuing business need.  Services Provider provides user ID administrator with the necessary system access and complies with the Services Recipient’s security standards.  The user ID administrator’s responsibilities include:

· Verifying that users are still employees, with the assistance of Services Recipient personnel

· Assigning unique user IDs to contractors and supplemental employees

· Deleting user IDs that have been inactive for a specified period of time

· Following a strict process for resetting passwords

· Developing and maintaining documentation that explains the user ID administrator’s duties

3.17.3 Service Offering

Activities performed may include but are not limited to: 

1. Support of the activities as defined in the Definition
2. Administrative support to the extent that Security Requests for adds, changes and deletes will be fulfilled within 4  business days after receipt by the Client Care Centre, to 90% attainment measured monthly.

3. Administrative support to the extent that Security Requests for terminations will be fulfilled immediately while working in conjunction with Human Resources, to 100% attainment measured by incident on an ad hoc basis

4. Quarterly reviews of inactive ID’s in all managed systems, with the resulting report to be provided to the Services Recipient for review and action identification by the Service Recipient, measured annually with 100% attainment of report availability to the Services Recipient

3.18     
SOFTWARE DISTRIBUTION
3.18.1 Definition

Software Distribution Services provides for deployment of Services Recipient software to the end user workstations using the EDM product.

3.18.2 Governance and Guiding Principles

Deployment of Pre-packaged software

· All Requests are received through the Client Care Center

· The client will supply all pertinent information as requested by the Client Care Analyst such as PC number, software requested and client information.  

· The PC is EDM Managed running Windows NT 4.0

· The client is available to perform a manual EDM connect once the software has been defined. 

· All Licensing Issues have been resolved prior to receiving the request for software deployment.

· The PC has enough disk space to allow EDM to deploy the application.

· The PC is properly defined to the EDM Manager with the correct information, i.e. PC number, and location.

· The infrastructure which EDM requires in order to deploy software is operational.

Deployment of unpackaged software

· All Requests are received through the Client Care Center or through Professional Services.

· The client will supply the required software media, completed installation instructions as well as a completed packaging checklist

· The application is designed to work on Nt 4.0 Workstation.

· The client will supply all pertinent information as requested by the Client Care Analyst or Professional Services Analyst.. 

· The client or designate is available to answer configuration related questions during the packaging process.

· The PC receiving the application  is EDM Managed running Windows NT 4.0

· The client is available to perform a manual EDM connect once the software has been defined. 

· All Licensing Issues have been resolved prior to receiving the request for software deployment.

· The PC has enough disk space to allow EDM to deploy the application.

· The PC is properly defined to the EDM Manager with the correct information, i.e. PC number, and location.

· The infrastructure in which EDM requires in order to deploy software is operational.

· The Service Recipient will provide a “like” production PC for testing purposes. 

3.18.3 Service Offering

Activities performed may include but are not limited to:

· The configuration, packaging and distribution of workstation software to EDM managed PC’s.

· Providing technical support related to the distribution of software through  EDM. 

· Providing desktop configuration support.

· Providing printer driver support.

Additional Desktop configurations and rollout related activities would be handled as part of Professional Services.

Alternate means of software distribution, such as manual installations are not recommended and if necessary would be requested through the Services Delivery Manager. 

Service impacts caused by the Services Recipient or their subcontractors or caused by events beyond the reasonable control of Services Provider, affecting the delivery of Services Provider Services, when identified by Services Provider and agreed to by the Service Recipient, shall be excluded when tabulating the attainment of performance measures.

3.18.4 PERFORMANCE MEASURES

Please refer to the service schedules for details on performance measures

3.19 
SYSTEMS SOFTWARE AND TECHNICAL SUPPORT

3.19.1 Definition

In managing Services Recipient’s information technology environment, Services Provider will be responsible for the support, management, and control of all current application software platforms as defined in our contract.  Services Provider’s primary objective is to maintain system software at current levels and to stabilize the system software environment while meeting the required levels of service.  If service is withdrawn from a product, Services Provider will assess and recommend a suitable upgrade for your consideration.

Services Provider staff works with Services Recipient personnel to communicate the effect and impact of system software changes and to provide support.  Services Provider performs problem determination and problem identification and resolution on Operating System and Subsystem products.

3.19.2 Governance and Guiding Principles

To effectively manage an environment such as this, it is necessary to have co-ordination and concurrence on plans and activities from all involved parties.  Therefore, tasks will be managed as follows. 

Product Evaluation and Recommendation: Products will be submitted for evaluation with the desired business objective that the product or service is expected to provide in writing.  Systems Programming will install and test with the appropriate representatives from the client community and any other support organizations to determine the achievement of the business goal.  The recommendation on the product will be provided based on achievement of the business goals (functional testing), combined with the impact to existing support services.  This will be managed as a Consulting and Professional Services engagement. 
New product installations: New product installations will be performed in compliance with the manufacturer supplied instructions with input from the appropriate Services Recipient support personnel regarding customization of the product or service.  Product IVP (Installation Verification Procedures) as provided by the manufacturer will be used to determine if the product is properly installed.  Once the IVP have successfully completed and the customization is completed to meet the client requirements, the product or service will be deemed as installed and ready for use.  Any activity following this point will be treated as Maintenance activities, and managed as such.  This will be managed as a Consulting and Professional Services engagement.

Product maintenance: Product maintenance comes in two categories, Preventative and Corrective. 

Preventative: While specific details will be negotiated for each product or service, the general principles will be as follows: 

· Required Service Updates (RSU’s) will be reviewed upon receipt from the support vendor for applicability in our environment.

· Should the RSU been deemed as appropriate to install, a plan will be established to install. This plan will be communicated and reviewed with the Services Recipient

Corrective: Corrective Maintenance will be defined as maintenance that must be applied to the product in order to correct a product defect.  The Corrective Service will be directly attributed to a reported problem. Communication with the Services Recipient regarding Corrective Maintenance will be part of the established Problem Management Communication process.

3.19.3 Service offering

Activities performed may include but are not limited to: 

Application Support includes:

Application
In Scope 
Out of Scope

Operating Systems

· MVS O/S390

· HP-UX 11.0

· NT 4.0 Server

· NETWARE

· SUN
Delivery of Certified operating systems at a vendor supported level.  Monitoring and proactive corrective actions to maintain stability


Database

· Adabas

· DB2

· Oracle

· Sybase


Delivery of database environment on which applications are built.  Performance tuning of environment.  Ensure availability of environment as defined by business units.  Utilities to ensure availability and performance.
Design and build of data tables for applications.  Performance monitoring and tuning at the application level. 

Compilers

· PL/1

· ANSI C

· C++

· COBOL
Install as per vendor guidelines.
Configuration and tuning of compilers for use by application teams.  Problem determination and fixes.  Application code debugging.

Source Code Management Tools

· CCC/Harvest (Unix, NT)

· CA-ENDEVOR (M/F)
Deliver tools to application teams, set up application identifiers and life cycle levels for use of tools by application teams.
Application code debugging.  Proper use of life cycle management disciplines, enforcement of use by application teams.   

Control-M – Production Schedules
Deliver Scheduling tool, ensure availability.  Monitor successful completion of scheduled processes.  Notify application teams of any process failures.
Identification and correction of problems within scheduled processes.

Activity
Service Level
Attainment

(Measured Monthly)

Support 7 days/week x 24 hours 


Daily
95%

15-minute response time to page from the Client Care Centre.
Per incident
95%

Notification to the Client Care Centre of estimated time to fix within 1 hour


Per incident
95%

3.20    
TELECOMMUNICATIONS - VOICE

3.20.1 Definition

This service provides the Services Recipient with deliverables in infrastructure planning, service provisioning, service commissioning and ongoing support for all Telecom systems including but not limited to all digital devices that interconnect voice systems in a facility or between facilities.

3.20.2 Governance and Guiding Principles

Telecommunications requests must be submitted to the Client Care Center or Professional Services for scheduling. All required data must be provided at outset of the request.

N.B.  Infrastructure planning is typically managed as a project based time and materials solution.  Any services delivered under planning will be delivered because the vendor provided a quote that the Services Recipient approved.

Special projects requiring Network Services personnel will be requested in writing 

(e-mail). Only authorized Services Recipient staff is able to engage the services of the Network Services group.

Services provided within this definition do not include any of the Services Recipient Call Centre applications or application hardware up to the demarcation point where the application hardware interconnects with the PBX system(s).

All requests for additional infrastructure hardware will follow a designated and documented process agreed to by Services Recipient, Services Provider and Carrier Vendor. This process is to include, but not limited to, method of receiving specified requests, client and Services Provider sign off processes, ordering processes, bill to instructions, etc.) 

Service provisioning, service commissioning and support activities will be completed by Services Provider  / Carrier Vendor staff in conjunction with the Carrier Vendor / Services Provider business partnership relationship and the Service agreement that is already in place.    

Timeframes for provisioning of Carrier Vendor carrier facilities will follow the Carrier Vendor documented “carrier handbook”. If escalation of requests is required, it will be a mutually agreed process and timeframe between Services Recipient, Services Provider and Carrier Vendor.   

Any changes that impact the service levels, costing or governance of the overall contract must have approval from the Services Recipient.

Hours of coverage are based on and will vary by designated locations (and for designated business functions). Please refer to ‘Appendix A’ of the Network and Telecommunications Service Schedule for details.

Building access to all affected sites will be available when required. 

Services Provider Client Care Centre will initiate all notifications of hardware outages to 

Services Recipient

3.20.3 Service Offering

Activities performed may include but are not limited to:

Infrastructure Planning

· Voice & Voice Application Design(Vmail Forms, Voice Menu’s etc.)

· Assess evaluate & recommend voice technologies

Service Provisioning

· Procure voice hardware facilities from carrier/vendor/manufacturer

· Validate vendor integration of technologies 

· Manage track and communicate status on service work orders

· Provision and order all appropriate hardware and software

· Vendor Management

Provide a single point of contact and accountability for managing vendor, contractor, and Services Provider relationships and contracts.  Services Provider’s IT will assume the following responsibilities: 

· dispatch 

· coordination 

· service escalation 

· issue resolution 

· work order processing 

Service Commissioning

Manage all voice implementation projects 

1. Installation of appropriate technology solutions

2. Project management and coordination of facilities installations. To include environments UPS cabling etc…

3. Perform initial testing and commissioning of telecommunications services.

4. Perform and/or project manages telecommunications equipment upgrades modifications configurations and decommissioning

Support

· Voice Mail Application Support

· Provide 2nd level support for related problems and incidents

· Perform tracking functions for all problems that require escalation to 3rd parties.
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